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HIPAA and Health Privacy: Myths and Facts  

Part 2 — January 2009  

This paper answers common myths about HIPAA and health privacy. These facts correct long-standing 
myths about the right to privacy, patient consent and rights, enforcement of HIPAA provisions, Internet-
based health services, the interaction between HIPAA and state laws, information disclosures, 
marketing, and de-identified data. 
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 Patient Consent and Patient Rights 

MYTH: A<?!!"%)-,-0&'%("'3%"Q$-#3'"*+"4*0.%0'8R 

FACTS:  

• ?$-*$"'*"%0&4',%0'"*+"A<?!!="'3%$%"7&."0*"+%(%$&)"Q$-#3'R"'*"4*0.%0'"*$"'*"



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y  

4"

7-'33*)("4*0.%0'"+*$"'3%"/.%"*$"(-.4)*./$%"*+"3%&)'3"-0+*$,&'-*08""K*4'*$.="

*'3%$"3%&)'3"4&$%"1$*5-(%$."&0("-0./$%$."/.%("1&'-%0'"(&'&"+*$"&"$&0#%"*+"

1/$1*.%."7-'3*/'"0*'-4%"*$"4*0.%0'8""

• `%+*$%"'3%"+-0&)"?$-5&46"@/)%"7%0'"-0'*"%++%4'="&0"%&$)-%$"5%$.-*0"(-("$%>/-$%"

%0'-'-%."'*"*2'&-0"1&'-%0'"4*0.%0'"'*"/.%"3%&)'3"-0+*$,&'-*0"+*$"'$%&',%0'="

1&6,%0'"*$"3%&)'3"4&$%"*1%$&'-*0."^"2/'"1$*5-(%$."4*/)("3&5%"$%+/.%("'*"

'$%&'="&0("1)&0."4*/)("3&5%"$%+/.%("4*5%$&#%="-+"4*0.%0'"7&."7-'33%)(8""<0"

4*0'$&.'="'3%"?$-5&46"@/)%"'3&'"'**;"%++%4'"1%$,-'."/.%"&0("(-.4)*./$%"*+"

-0+*$,&'-*0"+*$"'3%.%"1/$1*.%."7-'3*/'"'3%"0%%("'*"+-$.'"*2'&-0"4*0.%0'8""

M/$'3%$="+*$"'3*.%"/.%."&0("(-.4)*./$%."$%>/-$-0#"%O1$%.."1&'-%0'"

&/'3*$-G&'-*0"E%8#8=",&$;%'-0#F="1$*5-(%$."&0("1)&0.",&6"0*'"4*0(-'-*0"

'$%&',%0'"*$"4*5%$&#%"*0"*2'&-0-0#"&/'3*$-G&'-*08""

• M/$'3%$="A<?!!"1/'"-0"1)&4%"0%7"$/)%."'3&'"#-5%"1%*1)%"'3%"$-#3'"'*"*1'H*/'"*+"

3*.1-'&).".3&$-0#"(-$%4'*$6"-0+*$,&'-*0"*$"(-.4)*.-0#"-0+*$,&'-*0"'*"+&,-)6"

&0("+$-%0(.8"93%"?$-5&46"@/)%"&).*"%.'&2)-.3%("0%7"$/)%."$%>/-$-0#"1&'-%0'"

&/'3*$-G&'-*0"+*$"(-.4)*./$%"*+"1%$.*0&)"3%&)'3"-0+*$,&'-*0"'*"%,1)*6%$.="

$%.%&$43%$.=",&$;%'%$.="&0("*'3%$."*/'.-(%"'3%"4*$%"3%&)'3"(%)-5%$6"&0("

1&6,%0'"&$%0&8"

• M*$",*$%"-0+*$,&'-*0"*0"'3%"4*0.%0'"1$*5-.-*0."-0"'3%"?$-5&46"@/)%=".%%"

3''1STT777833.8#*5T0%7.T1$%..TUVVU1$%.TUVVUVWVC83',)8""

 

 

MYTH: @%>/-$-0#" 4*0.%0'" +*$" &))" /.%." &0("(-.4)*./$%." *+" 3%&)'3" -0+*$,&'-*0" -."

'3%"2%.'"7&6"'*"1$*'%4'"1$-5&468  

FACTS:  

• J*0.%0'"-."*0%"%)%,%0'"*+"1$-5&46="2/'"-'"-."0*'"&"1&0&4%&8"<+"3%&)'3"1$-5&46"

$/)%."-#0*$%"'3%"+/))"$&0#%"*+"1$-5&46"&0(".%4/$-'6"1$*'%4'-*0.="&0("-0.'%&("

$%)6"*0)6"E*$".-#0-+-4&0')6F"*0"4*0.%0'="'3%"$%./)'"7-))"2%")%.."1$*'%4'-5%"*+"

1$-5&46"&0("4*0+-(%0'-&)-'68""

• !"4*0.%0'H2&.%(".6.'%,"^"7-'3*/'"*'3%$")%#&))6"%0+*$4%&2)%")-,-'."^"/0+&-$)6"

.3-+'."'3%"2/$(%0"+*$"1$*'%4'-0#"1$-5&46"'*"1&'-%0'.8""[0+*$'/0&'%)6="1&'-%0'."

&$%"*+'%0"&.;%("'*"4*0.%0'"&'"'-,%."73%0"'3%6"&$%")%&.'"&2)%"'*",&;%"

4*,1)-4&'%("(%4-.-*0."&2*/'"/.%"*+"'3%-$"3%&)'3"(&'&8""

• L*)%)6"$%)6-0#"*0"4*0.%0'"'*"1$*'%4'"1&'-%0'"1$-5&46"-.")-;%)6"'*"$%./)'"-0"

3%&)'34&$%"1$*5-(%$."1$%.%0'-0#"1&'-%0'."7-'3"Q2)&0;%'R"4*0.%0'"+*$,."'3&'"

&/'3*$-G%"'3%"$%)%&.%"*+"-0+*$,&'-*0"'*",&06";-0(."*+"%0'-'-%."+*$",&06"

1/$1*.%.8"

• b*.'"1%*1)%"(*0:'"$%&("'3%"(%'&-)."*+"&"4*0.%0'"+*$,"&0("&$%")-;%)6"'*"(*"

73&'%5%$"'3%6"1%$4%-5%"'*"2%"$%>/-$%("'*"*2'&-0"0%%(%("4&$%"*$"-0./$&04%"

4*5%$&#%8"



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y  

5"

• <+"4*0.%0'"2%4*,%."'3%",&-0"1$-5&46"1$*'%4'-*0="1&'-%0'."7-))"2%"%O1*.%("'*"

/0$%#/)&'%("&0("1*'%0'-&))6"0*0H4*0'%,1)&'%("/.%."^"&0(",-./.%."^"*+"'3%-$"

(&'&8"M/$'3%$="'3%"3%&)'34&$%"-0(/.'$6="-04)/(-0#"0%7"1&$'-4-1&0'.="./43"&."

1$*5-(%$."*+"1%$.*0&)"3%&)'3"$%4*$(."E?A@.F="7*/)("3&5%"+%7%$"-04%0'-5%."'*"

(%.-#0".6.'%,."7-'3".'$*0#%$"1$-5&46"&0(".%4/$-'6"1$*'%4'-*0.8""

• M*$",*$%"*0"'3%"&11$*1$-&'%"$*)%"*+"4*0.%0'"1*)-46=".%%"

3''1STT77784('8*$#T3%&)'31$-5&46TUVVWVUUB4*0.%0'2$-%+81(+8"

MYTH:  J*0./,%$."(*"0*'"3&5%"'3%"$-#3'"'*"&0"%)%4'$*0-4"4*16"*+"'3%-$"3%&)'3"

$%4*$(.8  

FACTS:  

• [0(%$"'3%"Q$-#3'"*+"&44%..=R"A<?!!"#-5%."-0(-5-(/&)."'3%"$-#3'"'*"$%>/%.'"

4*1-%."*+"'3%-$"*70"3%&)'3"-0+*$,&'-*0"+$*,"&"4*5%$%("%0'-'68"A<?!!"&).*"

$%>/-$%.!'3&'"&"4*5%$%("%0'-'6"1$*5-(%"-0+*$,&'-*0"-0"'3%"$%>/%.'%("+*$,"*$"

+*$,&'"-+"-'"-."Q$%&(-)6"1$*(/4-2)%8R""

• 93%"1$%&,2)%"'*"'3%"?$-5&46"@/)%".'&'%.="Q-+"'3%"4*5%$%("%0'-'6",&-0'&-0."

3%&)'3"-0+*$,&'-*0"%)%4'$*0-4&))6"&0("'3%"-0(-5-(/&)"$%>/%.'."&0"%)%4'$*0-4"

4*16="'3%"4*5%$%("%0'-'6",/.'"&44*,,*(&'%"'3%"$%>/%.'="-+"1*..-2)%8R"

• A*7%5%$=".*,%"$%4*$("3*)(%$."$%.-.'"1$*5-(-0#"-0(-5-(/&)."7-'3"&"4*16"*+"

'3%-$"3%&)'3"-0+*$,&'-*0"-0"'3%"+*$,&'"$%>/%.'%(8"M/$'3%$="'3%"?$-5&46"@/)%"

1%$,-'."$%4*$("3*)(%$."'*"'&;%"/1"'*"XV"(&6."E*$",*$%F"'*"1$*5-(%"-0(-5-(/&)."

7-'3"4*1-%."*+"'3%-$"$%4*$(.8""93%")&7".3*/)("2%"&,%0(%("'*",&;%"'3%"

*2)-#&'-*0"'*"1$*5-(%"%)%4'$*0-4"4*1-%.",*$%"%O1)-4-'="&0("'*"+&4-)-'&'%"'3%"

1$*,1'"$%)%&.%"*+"'3-."-0+*$,&'-*0"'*"1&'-%0'.8"

• L%%"Z\"JM@"a"BDZ8\UZ"Z\"+*$"+/$'3%$"(%'&-).8"

 Enforcement 

MYTH: A<?!!"-04)/(%."&(%>/&'%"%0+*$4%,%0'"1$*5-.-*0.="73-43"3&5%"2%%0"

5-#*$*/.)6"%0+*$4%("26"'3%"`/.3"!(,-0-.'$&'-*08  

FACTS:  

• 93%"A<?!!".'&'/'%"1$*5-(%."AAL"7-'3"'3%"&/'3*$-'6"'*"-05%.'-#&'%"

4*,1)&-0'."+*$"5-*)&'-*0."*+"'3%"?$-5&46"@/)%"&0("'*"-,1*.%"4-5-)",*0%'&$6"

1%0&)'-%.="2/'"'3-."&/'3*$-'6"-."0*'"&2.*)/'%"*$"./++-4-%0')6"4*,1$%3%0.-5%8""

M*$"%O&,1)%="'3%".'&'/'%"1$*3-2-'."'3%"-,1*.-'-*0"*+"1%0&)'-%."73%0"'3%"

5-*)&'-*0"-."4*$$%4'%("26"'3%"%0'-'6"-0"XV"(&6.="&0("'3%"A<?!!"$%#/)&'-*0."

$%>/-$%"'3%"L%4$%'&$6"'*"'$6"'*"+-$.'"-0+*$,&))6"$%.*)5%"&))"A<?!!"4*,1)&-0'.8"""
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M/$'3%$="AAL"4&00*'"%0+*$4%"A<?!!"&#&-0.'"Q2/.-0%.."&..*4-&'%.R"^"1%$.*0."

*$"%0'-'-%."'3&'"3&0()%"3%&)'3"-0+*$,&'-*0"2%4&/.%"'3%6"&$%"1%$+*$,-0#"&"

+/04'-*0"*$".%$5-4%"+*$"&"1$*5-(%$"*$"&"3%&)'3"1)&08"93%"1$*5-(%$"*$"3%&)'3"

1)&0"4&0"*0)6"2%"3%)("&44*/0'&2)%"+*$"'3%"/0)&7+/)"&4'-*0."*+"-'."2/.-0%.."

&..*4-&'%."*0)6"-+"'3%$%"-."&"1&''%$0"*+"&4'-5-'6"'3&'"$-.%."'*"'3%")%5%)"*+"&"

Q,&'%$-&)"2$%&43"*$"5-*)&'-*08R"EL%%"Z\"JM@"aBDV8\VZE%FE--F8F""

• A<?!!"$%#/)&'-*0."1$*5-(%"'3%"+%(%$&)"#*5%$0,%0'"7-'3"'3%"&/'3*$-'6"'*"

$*/'-0%)6"&/(-'"%0'-'-%."4*5%$%("26"A<?!!"'*"(%'%$,-0%"-+"'3%6"&$%"4*,1)6-0#"

7-'3"'3%"A<?!!".%4/$-'6"$/)%.="2/'"'3%"$%#/)&'-*0."(*"0*'"#-5%"AAL"'3%"

&/'3*$-'6"'*"$*/'-0%)6"&/(-'"+*$"4*,1)-&04%"7-'3"'3%"?$-5&46"@/)%8"""

• <0"&((-'-*0="'3%"?$-5&46"@/)%"(*%."0*'"#-5%"-0(-5-(/&)."'3%"$-#3'"'*"./%="%5%0"

-+"'3%6"&$%"5-4'-,."*+"%#$%#-*/."5-*)&'-*0.8"<0.'%&(="-0(-5-(/&)."4&0"*0)6"+-)%"&"

7$-''%0"4*,1)&-0'"7-'3"'3%"L%4$%'&$6"*+"AAL"5-&"'3%"c++-4%"+*$"J-5-)"@-#3'.8"

• 93%"`/.3"!(,-0-.'$&'-*0"3&."0*'"&##$%..-5%)6"%0+*$4%("'3%"A<?!!"?$-5&46"

@/)%8""!)'3*/#3"'3%"AAL"c++-4%"*+"J-5-)"@-#3'."EcJ@F"3&."$%4%-5%("$*/#3)6"

XV=VVV"4*,1)&-0'."&2*/'"A<?!!"5-*)&'-*0.="-'"3&."0*'"-../%("&".-0#)%"4-5-)"

,*0%'&$6"1%0&)'68B"N%&;"%0+*$4%,%0'".-#0-+-4&0')6"/0(%$,-0%."A<?!!="

,&;-0#"-'"&"$-#3'"7-'3*/'"&"$%,%(68"

• 93%"K%1&$',%0'"*+"d/.'-4%"3&."1/$./%("*0)6"&"3&0(+/)"*+"4$-,-0&'-*0"

5-*)&'-*0."*+"A<?!!"&0("3&."0&$$*7)6"-0'%$1$%'%("'3%")&7:."4$-,-0&)"

1$*5-.-*0.8""M*$"%O&,1)%="Kcd:."c++-4%"*+"e%#&)"J*/0.%)"3&."4*04)/(%("'3&'"

*0)6"4*5%$%("%0'-'-%."4&0"2%"3%)("4$-,-0&))6")-&2)%"+*$"1$-5&46"5-*)&'-*0.="

73-43",%&0."'3&'"-0(-5-(/&)"3%&)'3"4&$%"7*$;%$."73*";0*7-0#)6"&44%.."*$"

(-.4)*.%"3%&)'3"-0+*$,&'-*0"-0"5-*)&'-*0"*+"A<?!!"4&00*'"2%"3%)("$%.1*0.-2)%"

/0)%.."'3%6"7%$%"&4'-0#"&'"'3%"(-$%4'-*0"*+"'3%"4*5%$%("%0'-'6"E73-43"-."

/0)-;%)6"'*"2%"'$/%"-0"'3%"4&.%"*+"4$-,-0&)"4*0(/4'F8""[0(%$"'3-."-0'%$1$%'&'-*0="

.*,%"*+"'3%",*.'"%#$%#-*/."5-*)&'-*0."*+"'3% )&7"7*/)("#*"/01/0-.3%(8""

• M*$",*$%"*0"%0+*$4%,%0'"*+"A<?!!=".%%"aa"BDV8XVD="BDV8XBU"E&FEBF="&0("

BDV8XVZE2F"*+"'3%"?$-5&46"@/)%"&0("'3%".'&'/'*$6"1$*5-.-*0."2%#-00-0#"&'"ZU"

[8L8J"a"BXUV="3''1STT777833.8#*5T*4$T3-1&&8"

""""""""""""""""""""""""""""""""""""""""""""""""""""""

B"<0"d/)6"UVVW="AAL"&00*/04%("'3&'"L%&'')%H2&.%("?$*5-(%04%"A%&)'3"f"L%$5-4%."&#$%%("'*"1&6"

gBVV=VVV"&."1&$'"*+"&".%'')%,%0'"*+",/)'-1)%"5-*)&'-*0."*+"'3%"A<?!!"$%#/)&'-*0."E)&$#%)6"'3%"

A<?!!".%4/$-'6"$/)%.F8""`/'"'3%"1$%.."$%)%&.%"+$*,"AAL",&(%"4)%&$"'3&'"'3-."&,*/0'"7&."0*'"

-,1*.%("&."&"4-5-)",*0%'&$6"1%0&)'68""

E3''1STT777833.8#*5T0%7.T1$%..TUVVW1$%.TV]TUVVWV]B]&83',)F"
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 New Internet-Based Health Services 

MYTH: J/$$%0'")&7"&(%>/&'%)6"1$*'%4'."3%&)'3"-0+*$,&'-*0"*0"'3%"<0'%$0%'8 

FACTS:  

• A<?!!"(-$%4')6"&11)-%."*0)6"'*"4%$'&-0"Q4*5%$%("%0'-'-%.R"^"3%&)'3"4&$%"

1$*5-(%$.="3%&)'3"1)&0.="&0("3%&)'34&$%"4)%&$-0#3*/.%.8""93%$%"-."0*"#%0%$&)"

+%(%$&)"1$-5&46")&7"'3&'"1$*'%4'."1%$.*0&)"-0+*$,&'-*0"-0"*'3%$"4*0'%O'.8"

• b&06"%0'-'-%."&0("*$#&0-G&'-*0."'3&'"4*))%4'=".'*$%"*$"/.%"3%&)'3"$%4*$(."5-&"

'3%"<0'%$0%'="./43"&."1$*5-(%$."*+"*0H)-0%"?%$.*0&)"A%&)'3"@%4*$(."E?A@.F="*$"

'3&'"%O43&0#%"-0+*$,&'-*0"%)%4'$*0-4&))6="./43"&."A%&)'3"<0+*$,&'-*0"

hO43&0#%."EA<h.F"*$"@%#-*0&)"A%&)'3"<0+*$,&'-*0"c$#&0-G&'-*0."E@A<c.F="&$%"

0*'"4*5%$%("26"A<?!!"*$"&06"*'3%$".1%4-+-4"+%(%$&)"1$-5&46")&78""

• N3%'3%$"&"1&$'-4/)&$"?A@"-."4*5%$%("26"A<?!!"(%1%0(."*0"73%'3%$"'3%"

1$*5-(%$"*+"'3%"?A@"-."&"A<?!!H4*5%$%("%0'-'6"-'.%)+"*$"3&.".-#0%("&"2/.-0%.."

&..*4-&'%"&#$%%,%0'"7-'3"&"4*5%$%("%0'-'68"b&06"&$%"0%-'3%$=".*"A<?!!"(*%."

0*'"&11)6"'*"'3%,8"""c0)6"'3*.%"@A<c."&0("A<h."'3&'"3&5%"5*)/0'&$-)6".-#0%("

2/.-0%.."&..*4-&'%"&#$%%,%0'."7-'3"4*5%$%("%0'-'-%."&$%"$%>/-$%("'*"4*,1)6"

7-'3"A<?!!"$/)%."E&0("-0"./43"&"4&.%="'3%6"&$%"*0)6"4*0'$&4'/&))6"*2)-#&'%("

'*"(*".*F8""!."0*'%("&2*5%="2/.-0%.."&..*4-&'%."&$%"0*'"(-$%4')6"$%#/)&'%("

/0(%$"A<?!!"

• [0(%$"-'."/0+&-$"&0("(%4%1'-5%"'$&(%"1$&4'-4%."&/'3*$-'6="'3%"M%(%$&)"9$&(%"

J*,,-..-*0"EM9JF"4&0"$%>/-$%"&"1$-5&'%="+*$H1$*+-'"%0'-'6"'*"4*,1)6"7-'3"

73&'%5%$"'3%"%0'-'6".'&'%."-0"-'."1/2)-.3%("1$-5&46"1*)-468""A*7%5%$="'3%"M9J"

3&.")-,-'%("&/'3*$-'6"'*"4*0'$*)"73&'"&0"%0'-'6"1$*,-.%."-0"-'."1$-5&46"1*)-46"

&0("4&00*'"$%>/-$%"'3&'"&0"%0'-'6"3&5%"&"1$-5&46"1*)-46"-0"'3%"+-$.'"1)&4%8"

• L*,%"3&5%"./##%.'%("'3&'"'3%"+%(%$&)"h)%4'$*0-4"J*,,/0-4&'-*0."?$-5&46"!4'"

EhJ?!F"1$*'%4'."3%&)'3"-0+*$,&'-*0".'*$%("-0"?A@.8""A*7%5%$="4*5%$&#%"

/0(%$"hJ?!"(%1%0(."*0"3*7"'3%"?A@"-.".'$/4'/$%(8""M*$"%O&,1)%="hJ?!"

7-))"0*'"&11)6"'*"?A@."'3&'"&$%"0*'"&5&-)&2)%"'*"'3%"1/2)-48""M/$'3%$="hJ?!"

,&6"0*'"&11)6"73%$%"'3%"?A@".%$5-4%"&0&)6G%."&"1%$.*0:."3%&)'3"-0+*$,&'-*0"

'*"(%)-5%$"3%&)'3"&(5-4%"*$"'&$#%'%("&(5%$'-.-0#8"b*$%*5%$="%5%0"-+"hJ?!"

&11)-%.="'3%"1$*'%4'-*0."*+"hJ?!"4&0"2%"*5%$$-((%0"26"-0(-5-(/&)"4*0.%0'8"

"93%")-,-'."*+"4*0.%0'"(-.4/..%("&2*5%"&11)6"&).*"'*"?A@.S"N3%0"1&'-%0'."

-0-'-&))6".-#0"/1"+*$"&"?A@".%$5-4%="'3%"?A@"1$*5-(%$",&6".%%;"&0("*2'&-0"

2)&0;%'"4*0.%0'"'*"&"7-(%"$&0#%"*+"/.%."&0("(-.4)*./$%.8""93%"&(%>/&46"*+"'3%"

4*0.%0'"7*/)("'/$0"*0"3*7"4)%&$)6"'3%"1$*5-(%$"(%.4$-2%("-'."1$&4'-4%."&0("

3*7"%O1)-4-'"'3%"4*0.%0'"7&.="2/'"'3%.%">/%.'-*0.",%&0"'3&'"'3%"&,*/0'"*+"

1$*'%4'-*0"hJ?!"*++%$."-."/04%$'&-08"
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MYTH:  93%"1$-5&46"*+"<0'%$0%'H2&.%("3%&)'3"-0+*$,&'-*0".%$5-4%.="./43"&."?A@.="

4&0"2%"1$*'%4'%(".-,1)6"26"%O1&0(-0#"'3%"(%+-0-'-*0"*+"Q4*5%$%("%0'-'6R"/0(%$"

A<?!!8 

FACTS: 

• 93%"A<?!!"?$-5&46"@/)%"7&."(%.-#0%("'*"1$*'%4'"-0+*$,&'-*0"/.%("26"&0("

%O43&0#%("&,*0#"'$&(-'-*0&)"3%&)'3"4&$%"%0'-'-%.8""!."&"$%./)'="1%$.*0&)"3%&)'3"

-0+*$,&'-*0"-."1%$,-''%("'*"+)*7"/0(%$"A<?!!"7-'3*/'"1&'-%0'"&/'3*$-G&'-*0"

+*$"4%$'&-0"1/$1*.%."$%)&'%("'*"'$%&',%0'"&0("1&6,%0'"+*$"4&$%8"""A*7%5%$="

'3%"%,%$#-0#"2/.-0%.."%05-$*0,%0'"*+"*0)-0%"3%&)'3"$%4*$(."-."5%$6"(-++%$%0'"

+$*,"'3%")&0(.4&1%"4*0'%,1)&'%("26"A<?!!8"""

• N3-)%"'3%"?A@")&0(.4&1%"-.".'-))"%5*)5-0#="-'"&11%&$."'3&'".*,%"?A@."7-))"2%"

./11*$'%("-0"73*)%"*$"1&$'"26"&(5%$'-.-0#"$%5%0/%"&0("1&$'0%$.3-1."7-'3"

'3-$(H1&$'6"./11)-%$."*+"3%&)'3H$%)&'%("1$*(/4'."&0(".%$5-4%.8""!."&"$%./)'="

1%*1)%"/.-0#"'3%.%"'**)."7-))"2%",*$%")-;%)6"'*"2%",&$;%'%("'*"*0"'3%"2&.-."*+"

3%&)'3"-0+*$,&'-*0"-0"'3%-$"?A<8"93%6"7-))")-;%)6"2%"./2I%4'%("'*"'3%"'**)."'3&'"

<0'%$0%'"4*,1&0-%."'61-4&))6"/.%"'*"#&'3%$"-0+*$,&'-*0"&2*/'"4*0./,%$"

1$%+%$%04%."E./43"&."4**;-%.F=".*"'3&'"'3%"4*,1&0-%."4&0"'&$#%'"'3%,"7-'3"

.1%4-+-4"&(."*$"1$*(/4'"*++%$.8""93%"(&'&"*+"'3*.%"/.-0#"?A@.",&6"2%",*$%"

)-;%)6"'*"2%".*)("'*"'3-$("1&$'-%."E./43"&."13&$,&4%/'-4&)"4*,1&0-%."&0("

3%&)'3"-0./$%$.F8""[.%$."&).*"7-))")-;%)6"2%".*)-4-'%("26"'3%"?A@:."+*$,&)"&0("

-0+*$,&)"2/.-0%.."1&$'0%$.="73*"7-))")-;%)6"/$#%"/.%$."'*".3&$%"'3%-$"(&'&"+*$"

,/)'-1)%"2/.-0%.."1/$1*.%.8"""

• !11)6-0#"'3%"?$-5&46"@/)%"'*"?A@."*0)6"#-5%."-0(-5-(/&)."&"$-#3'"'*"

&/'3*$-G%P*$")-,-'!4%$'&-0",&$;%'-0#"*$"4*,,%$4-&)"&4'-5-'-%."2%+*$%"'3%6"

4&0"'&;%"1)&4%8"""

• 9*'&)"$%)-&04%"*0"-0(-5-(/&)"&/'3*$-G&'-*0"*$"4*0.%0'"1)&4%."1%*1)%"-0"&0"

/0+&-$"&0("1*'%0'-&))6"(&0#%$*/.".-'/&'-*0=".3-+'-0#"'3%"2/$(%0"*+"1$*'%4'-0#"

1$-5&46".*)%)6"'*"'3%"-0(-5-(/&)"&0("1/''-0#"'3%"2/);"*+"'3%"2&$#&-0-0#"1*7%$"

*0"'3%".-(%"*+"'3%"%0'-'6"*++%$-0#"'3%"?A@8""""

• !."0*'%("&2*5%="4*0.%0'"*$"&/'3*$-G&'-*0"&)*0%"1$*5-(%."5%$6"7%&;"1$-5&46"

1$*'%4'-*0="1&$'-4/)&$)6"73%0"1%$.*0&)"3%&)'3"-0+*$,&'-*0"-.".'*$%("*$"

%O43&0#%("'3$*/#3"4*,,%$4-&)"%0'-'-%.8"M*$"?A@."'*"+)*/$-.3="4)%&$"$/)%."&$%"

0%%(%("$%#&$(-0#",&$;%'-0#"&0("4*,,%$4-&)"/.%."*+"-0+*$,&'-*0"'3&'"7-))"

2%''%$"1$*'%4'"4*0./,%$."26"$%.'$-4'-0#"?A@"5%0(*$."+$*,"%0#&#-0#"-0"4%$'&-0"

1$&4'-4%.8"

• [0'-)"./43"$/)%."&$%"-0"1)&4%="#%''-0#"4*,1&0-%."'*"+*))*7"2/.-0%.."Q2%.'"

1$&4'-4%.R"7-))"3%)1"1$*'%4'"4*0./,%$.8""c0%"1*.-'-5%"(%5%)*1,%0'"-."'3%"

%0(*$.%,%0'"26"&"0/,2%$"*+"'3%",&I*$"<0'%$0%'H2&.%("?A@"5%0(*$."*+"'3%"

b&$;)%"M*/0(&'-*0:."QJ*,,*0"M$&,%7*$;"+*$"i%'7*$;%("?%$.*0&)"A%&)'3"
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<0+*$,&'-*0=R"3''1STT77784*00%4'-0#+*$3%&)'38*$#T13'-T-0(%O83',)="73-43"

1$*5-(%."(%'&-)%("$%4*,,%0(&'-*0."+*$"'3%"1$*'%4'-*0"*+"1%$.*0&)"3%&)'3"

-0+*$,&'-*0"-0"?A@."&0("*'3%$"4*0./,%$H+&4-0#"3%&)'3"<9"'**).8"<0"&((-'-*0="

'3%"A%&)'3"?$-5&46"?$*I%4'="'3%"J&)-+*$0-&"A%&)'34&$%"M*/0(&'-*0"&0("&"#$*/1"

*+"4*$1*$&'%")%&(%$."$%)%&.%("`%.'"?$&4'-4%."+*$"h,1)*6%$."c++%$-0#"?%$.*0&)"

A%&)'3"@%4*$(."E?A@.F"-0"K%4%,2%$"UVV]="73-43"1$*5-(%"3%)1+/)"#/-(&04%"'*"

#/-(%)-0%."+*$"%,1)*6%$.".%%;-0#"'*"*++%$"?A@."'*"'3%-$"%,1)*6%%."E.%%"

3''1STT77784('8*$#T3%&)'31$-5&46TUVV]`%.'j?$&4'-4%.81(+"F8"

 HIPAA and State Laws 

MYTH: A<?!!"1$%%,1'.".'$*0#%$".'&'%"1$-5&46")&7.8  

FACTS:  

• A<?!!"%O1)-4-')6"(*%."0*'"1$%%,1'",*$%".'$-0#%0'".'&'%")&7."^"*0)6"'3*.%"

'3&'"&$%"7%&;%$"&0("-04*0.-.'%0'8""EL%%"L%4'-*0"BB]W"*+"'3%"L*4-&)"L%4/$-'6"

!4'8F""""

• 93%".'&'%."3&5%"&0"-,1*$'&0'"$*)%"'*"1)&6"-0"'3%"&$'-4/)&'-*0"&0("%0+*$4%,%0'"

*+"3%&)'3"1$-5&46"$-#3'.="&0(",&06"3&5%"&(*1'%("1$-5&46"$/)%."+*$"3%&)'3"

-0+*$,&'-*0"'3&'"&$%".'$*0#%$"'3&0"'3%"A<?!!"?$-5&46"@/)%8"

MYTH: L'&'%"3%&)'3"1$-5&46")&7."'3&'"&$%".'$*0#%$"'3&0"A<?!!"&$%"&"2&$$-%$"'*"'3%"

(%5%)*1,%0'"*+"3%&)'3"-0+*$,&'-*0"'%430*)*#6"&0(".3*/)("2%"1$%%,1'%(8  

FACTS:  

• 93%"A<?!!"?$-5&46"@/)%"1$*5-(%."&"1$-5&46"Q+)**$8R""93-.",%&0."'3&'".'&'%"

)&7."4&0"1$*5-(%"&"3-#3%$"(%#$%%"*+"1$-5&46"1$*'%4'-*0="&0(",&06"(*="

1&$'-4/)&$)6"7-'3"$%#&$("'*".1%4-+-4".%0.-'-5%"3%&)'3"4*0(-'-*0.8""

• L'&'%"3%&)'3"1$-5&46")&7."7%$%"(%5%)*1%("'*",%%'"'3%"0%%(."*+"1&$'-4/)&$"

1*1/)&'-*0.Y"1$%%,1'-*0"*+"'3%,"7*/)("1/'"'3%.%"1*1/)&'-*0."&'"$-.;8"

• ?$%%,1'-*0"*+".'&'%"3%&)'3"1$-5&46")&7."7*/)("4&/.%",*$%"4*0+/.-*0"2%4&/.%"

,&06"*+"'3*.%"1$-5&46"1$*5-.-*0."&$%"7*5%0"-0'*")&7."'3&'"&(($%.."*'3%$"

'*1-4.="./43"&."A<k"'%.'-0#"&0("1/2)-4"3%&)'3"$%1*$'-0#8""h)-,-0&'-0#"*0)6"'3%"

1$-5&46"1$*5-.-*0."*+"./43")&7."7*/)("4*,1$*,-.%"'3%-$"-0'%#$-'68"

• L6.'%,."4&0"2%"(%.-#0%("'*"4*,1)6"7-'3"'3%")&7."*+"'3%".'&'%"(-.4)*.-0#"'3%"

-0+*$,&'-*0"$%#&$()%.."*+"73%$%"-'"-."2%-0#".%0'8"

• L%%"'3%"UVV]"$%1*$'"26"_%*$#%"N&.3-0#'*0"[0-5%$.-'6"&5&-)&2)%"'3$*/#3"

3''1STT777820&84*,="k*)8"B\="i*8"BB="XTBCTUVV]8""
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 Disclosures of Health Information to Employers 

MYTH: A<?!!"&))*7."&"3%&)'3"1)&0"*$"(*4'*$"'*".3&$%"1%$.*0&)"3%&)'3"-0+*$,&'-*0"

7-'3"&0"%,1)*6%$8""

FACTS:  

• 93%"?$-5&46"@/)%"1$*3-2-'."3%&)'34&$%"1$*5-(%$."&0("1)&0."+$*,"(-.4)*.-0#"

1%$.*0&)"3%&)'3"-0+*$,&'-*0"'*"%,1)*6%$."7-'3*/'"&0"-0(-5-(/&):."%O1)-4-'="

7$-''%0"&/'3*$-G&'-*08"!"5&)-("&/'3*$-G&'-*0"/0(%$"'3%")&7",/.'"-04)/(%"&"

(%.4$-1'-*0"*+"'3%"-0+*$,&'-*0"'*"2%".3&$%(="'3%"0&,%"*+"'3%"1%$.*0"&))*7%("

'*"/.%"*$"(-.4)*.%"'3%"-0+*$,&'-*0="&0"%O1-$&'-*0"(&'%="&0("'3%".-#0&'/$%"*+"'3%"

-0(-5-(/&)8""

• 93%"?$-5&46"@/)%"4*5%$."%,1)*6%$."73*".%)+H-0./$%"E'3&'"-.="%,1)*6%$."73*"

&$%"&4'-0#"-0"'3%"4&1&4-'6"*+"&"3%&)'3"1)&0"+*$"'3%-$"%,1)*6%%.F8"A%&)'3"

-0+*$,&'-*0"4*))%4'%("26"./43"%,1)*6%$."+*$"3%&)'3"1)&0"&(,-0-.'$&'-*0"

1/$1*.%.",/.'"2%"/.%("+*$"'3*.%"1/$1*.%."*0)6"&0("0*'"+*$",&;-0#"

%,1)*6,%0'H$%)&'%("(%4-.-*0.8""93%"?$-5&46"@/)%"$%>/-$%."./43"%,1)*6%$."'*"

4*0.'$/4'"&0"*$#&0-G&'-*0&)"Q+-$%7&))R".*"'3&'"'3%"3%&)'3"-0+*$,&'-*0"4*))%4'%("

+*$"-0./$&04%"&(,-0-.'$&'-*0"1/$1*.%."4&00*'"2%".3&$%("%).%73%$%"-0"'3%"

4*,1&068"""

• L*,%"%,1)*6%$."(*"4*))%4'"3%&)'3"-0+*$,&'-*0"-0(%1%0(%0')6="./43"&."

'3$*/#3"7*$;+*$4%"./$5%6.="1$%H%,1)*6,%0'"136.-4&).="*$"'*"#$&0'")%&5%"

/0(%$"'3%"M&,-)6"&0("b%(-4&)"e%&5%"!4'8""93-."-0+*$,&'-*0"-."'61-4&))6"

4*))%4'%("7-'3"'3%"%,1)*6%%"*$"1$*.1%4'-5%"%,1)*6%%:."7$-''%0"&/'3*$-G&'-*0="

2/'"-'"-."0*'"4*5%$%("26"A<?!!8""h,1)*6%$.:"4*))%4'-*0"&0("/.%"*+"%,1)*6%%"

,%(-4&)"(&'&"-."&0"&$%&"'3&'".3*/)("2%"%O&,-0%("'*"(%'%$,-0%"-+"'3%$%"-."'3%"

0%%("+*$"%O1&0(%("1$-5&46"$/)%.8"

• L%%"Z\"JM@"aaBDZ8\VWE&FEBF="BDZ8\VZE&F8"

 Marketing  

MYTH: A<?!!"1%$,-'."'3%"7-(%.1$%&("/.%"&0(".&)%"*+"1%$.*0&)"3%&)'3"-0+*$,&'-*0"

+*$",&$;%'-0#8"" 

FACTS:  

• 93%"A<?!!"?$-5&46"@/)%"1$*3-2-'."1$*5-(%$.="1)&0.="&0("*'3%$"4*5%$%("

%0'-'-%."+$*,"(-.4)*.-0#"-(%0'-+-&2)%"3%&)'3"-0+*$,&'-*0"'*"&"'3-$("1&$'6"+*$"

,&$;%'-0#"1/$1*.%."7-'3*/'"7$-''%0"&/'3*$-G&'-*0"+$*,"'3%"1&'-%0'8""

• A*7%5%$="'3%"/.%"*$"(-.4)*./$%"*+",%(-4&)"-0+*$,&'-*0"-."%O1)-4-')6"1%$,-''%("
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+*$"4%$'&-0"3%&)'3"$%)&'%(",&$;%'-0#"/0(%$"'3%"?$-5&46"@/)%8"M*$"%O&,1)%="

4*,,/0-4&'-*0"&2*/'"&"1)&0l."3%&)'3"$%)&'%("1$*(/4'."*$"&)'%$0&'-5%"

'$%&',%0'."&0(".%$5-4%."-."0*'"4*0.-(%$%(",&$;%'-0#"+*$"'3%"1/$1*.%."*+"'3%"

@/)%P%5%0"-+"'3%"3%&)'34&$%"1$*5-(%$"-."1&-("'*"%04*/$&#%"'3%"1&'-%0'"'*"/.%"

'3%"1$*(/4'"*$".%$5-4%8"

• 93/.="'3%"/.%"*+"1%$.*0&)"3%&)'3"-0+*$,&'-*0"+*$",&$;%'-0#"1/$1*.%."-."0*'"&."

7-(%.1$%&("&.".*,%"1/$1*$'="2/'"'3%"A<?!!",&$;%'-0#"$/)%"(*%."4*0'&-0"

.-#0-+-4&0'")**13*)%.8""M*$"%O&,1)%="1$*5-(%$."&0("3%&)'3"1)&0."&$%"1%$,-''%("

'*"/.%"1%$.*0&)"3%&)'3"-0+*$,&'-*0"7-'3*/'"&/'3*$-G&'-*0"'*".%0("3%&)'3H

$%)&'%(",&$;%'-0#"4*,,/0-4&'-*0."'3&'"&$%"1&-("+*$"26"'3-$("1&$'-%.="./43"&."

13&$,&4%/'-4&)"4*,1&0-%."&0("(%5-4%",&0/+&4'/$%$.8""93%"$/)%".3*/)("2%"

'-#3'%0%(="&0("'3%$%"-."&".'$*0#"0%%("+*$"2%''%$"%0+*$4%,%0'8""

• M*$"'3%",&$;%'-0#"1$*5-.-*0."*+"'3%"?$-5&46"@/)%=".%%"Z\"JM@"aaBDZ8\VWE&FEXF="

BDZ8\V="3''1STT777833.8#*5T0%7.T1$%..TUVVU1$%.TUVVUVWVC83',)8"

 De-Identified Data 

MYTH:  !))"Q(%H-(%0'-+-%(R"3%&)'3"-0+*$,&'-*0"4&0"2%"%&.-)6"$%H-(%0'-+-%(8   

FACTS:  

• 93%"?$-5&46"@/)%"%.'&2)-.3%."&".1%4-+-4",&0(&'%"&0("1$*4%.."+*$"'3%"(%H

-(%0'-+-4&'-*0"*+"(&'&8""c04%"3%&)'3"-0+*$,&'-*0">/&)-+-%."&."Q(%H-(%0'-+-%(=R"

'3%"-0+*$,&'-*0"-."0*")*0#%$"1$*'%4'%("/0(%$"'3%"?$-5&46"@/)%8"

• K/%"'*"'3%"7-(%.1$%&("&5&-)&2-)-'6"*+"1%$.*0&))6"-(%0'-+-&2)%"-0+*$,&'-*0"&0("

&(5&04%,%0'"-0"&0&)6'-4"4&1&2-)-'-%.="(%H-(%0'-+-%("(&'&"-."%&.-%$"'*"$%H-(%0'-+6"

0*7"'3&0"-'"7&."73%0"'3%"?$-5&46"@/)%"7&."-,1)%,%0'%(="&)'3*/#3"'3%"

%O'%0'"'*"73-43"(%H-(%0'-+-%("(&'&"-."&4'/&))6"$%H-(%0'-+-%("-."/0;0*708"

• <'"-."-))%#&)"'*"+*$"4*5%$%("%0'-'-%."&0("'3%-$"2/.-0%.."&..*4-&'%."'*"$%H-(%0'-+6"

(&'&="2/'"'3-.",&6"2%"-,1*..-2)%"'*"%0+*$4%8""M/$'3%$="(%H-(%0'-+-%("(&'&"4&0"

2%".3&$%("7-'3"%0'-'-%."0*'"4*5%$%("26"'3%"?$-5&46"@/)%"^"&0("'3%"+%(%$&)"

#*5%$0,%0'"4&00*'"1/$./%"1%0&)'-%."&#&-0.'"0*0H4*5%$%("%0'-'-%."'3&'"$%H

-(%0'-+6"(&'&8""""

• JK9"7-))"2%"1/2)-.3-0#"&"73-'%"1&1%$"*0"(%H-(%0'-+-4&'-*0"*+"3%&)'3"

-0+*$,&'-*0"&0("'3%"A<?!!".'&0(&$(8""J*0#$%..".3*/)("3*)("3%&$-0#."*0"'3%"

&11$*1$-&'%"1*)-4-%."4*04%$0-0#"(%-(%0'-+-4&'-*0"*+"(&'&="&0("'3%"L%4$%'&$6"*+"

AAL".3*/)("4*0.-(%$"73%'3%$"'3%"A<?!!"(%H-(%0'-+-4&'-*0".'&0(&$("0%%(."'*"

2%"/1(&'%(8" 
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